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Advances in machine learnin and natural lan ua e processin have driven the ro in popularity of virtual
conversational a ents VCAs This anthropomorphic communication approach relies on user information
sharin and real time feedbac from VCAs, and has raised privacy concerns hile affectin various social in
teractions and relationships revious research on reducin user privacy concerns has mainly focused on user
information minin , sensitive user information requests and privacy policies, hile little is no n about the
anthropomorphic roles of partners and servants at the human machine social hierarchy level Therefore, this
study, based on human computer interaction service anthropomorphism at social level, develops a frame or

to investi ate the impact of information sensitivity and VCAs’ anthropomorphic roles, includin partner and
servant, on users’ privacy concerns, as ell as the mediatin effects of competence and inte rity based trust The
results sho that hen hi hly sensitive information is requested, user privacy concerns are reater for a partner
VCA than a servant VCA, and vice versa  ean hile, hen a VCA requests hi hly sensitive information,
inte rity based trust mediates the relationship bet een servant VCAs and privacy concerns, and hen a VCA
requests lo sensitivity information, competence based trust mediates the same relationship These insi hts
provide actionable implications for mana ers

1. Introduction understand incomin queries and respond accordin ly  ost chatbots

are based onlo icalrules, hich means they are trained to ans er only a

Virtual conversational a ents VCAs are described as natural lan
ua e user interfaces that connect data and services via te t or voice,
allo in wusers to as questions or ive commands in their everyday
lan ua e and receive responses or services in a conversational manner
onathil et al , As the need for continuous dialo ue and comple
tas e ecution becomes more pressin , VCA technolo y isevolvin from
understandin lan ua e to predictin user intent, and their mode of
operation is shiftin from a command and control focus as , you
ans er tocontinuous dialo ue and solvin of comple tas s A etal,

The main cate ories are currently chatbots and conversational
arti cial intelli ences VCAs Amon them, chatbots are soft are ap
plications desi ned to en a e in human li e conversations ith users
throu h te t simulation They use natural lan ua e processin to
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speci c set of questions VCAs, inte rate arti cial intelli ence, natural
lan ua e processin , and machine learnin , to ma e traditional bots
more intelli ent and capable of more human li e conversations than
traditional chatbots Conversational A can provide users ith a more
personali ed e perience throu h smoother, smarter conversations that
better interpret human lan ua e, and provide more personali ed t o

ay user interaction capabilities to meet the ro in e pectations of
modern customers At the same time, conversational A can uess the
user’s hidden meanin s ith a hi h probability and ive more accurate
su estions ith less information than traditional chatbots Therefore,
the VCAs in this paper fall under the cate ory of conversational A The
most popular and most e posed VCAs include Apple Siri, Ama on Ale a,

icrosoft Cortana, Goo le Assistant and Samsun i by, hich help
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users, especially mobile users, perform personali ed tas s and services
usin voice or te t commands These technolo ies have proven to be
effective in reducin the load on the user’s processin tas s hile
increasin the ef ciency of tas completion durin continuous iterative
updates ian and uan , uand an , a, b o
ever, hile VCAsbrin alot of convenience to people’s lives, they collect
and store a lot of private user information to improve product perfor
mance and meet users’ personali ation needs, hich raises serious pri
vacy concerns alapour et al ,
ost previous research on reducin consumer privacy concerns has

been alon the lines of “by reducin the minin of user information or
reducin requests for sensitive user information” Smith et al , , but
access to user privacy information, especially sensitive information, is a
prerequisite for product iteration and for providin personali ed solu
tions to customers Tsen etal, ion and Zuo, Therefore,
the above strate y does not match the trend of VCAs’ development
Ameen et al , There are fe studies on ho to improve users’
perceived security hen performin interactive tas susin VCAs from a
privacy policy perspective Guo et al, o ever, the effective
completion of the interaction tas bet een VCAs and users relies heavily
on information sharin by users and real time feedbac from VCAs
Therefore, the reduction of privacy concerns cannot rely on policies
alone, and needs to focus on information properties too nvie of this,
this paper ar ues that hen VCAs perform tas s, especially personali

ation tas s, they divide the information they request from users into
t o cate ories hi h sensitivity information and lo sensitivity infor
mation ean hile, ith the development of arti cial intelli ence
technolo y, anthropomorphism is increasin ly used by companies as an
effective communication tool for customer service interactions, mar

etin , nance, education, and health services

“Anthropomorphism” is an interestin phenomenon in the develop

ment of human lan ua e, hich refers to the process of ivin human
characteristics to non livin ob ects so that they are perceived as livin
bein s iu and enbasat, The VCAs ere iven an anthropo
morphic interface and a humani ed virtual a ent ith a name by their
developers This humani ed virtual a ent can en a e in a natural and

uid dialo ue ith the user usin human voice and emotion, and is
perceived to be “smart, friendly, itty, and humorous,” thus encour
a in the user to communicate more ith it n this scenario, the binary
relationship formed bet een users and VCAs is usually identi ed as a
quasi social relationship Chen et al , n the one hand, anthro
pomorphic communication can brin consumers closer to the company
and ma e them feel more favorable to ard the company n the other
hand, anthropomorphic communication ma es consumers treat the
company ith the same attitude and standards as they do for people, and
may enerate more s epticism At the same time, since relationships
bet een people can be classi ed accordin to the de ree of intimacy as
relatives, friends, stran ers, enemies, etc, similarly, a ide variety of
relationship types can be formed bet een individuals and VCAs o
ever, previous research has mostly e plored anthropomorphism vs non

anthropomorphism Chen et al , Golossen o et al , , robot
vs human endeetal, Sheehan et al , , human vs ob ect
A ar aland cGill, udson et al , , etc, ith less focus

on partner vs servant anthropomorphic roles at the level of human

computer social hierarchy n e istin mar etin and messa in prac

tices, the anthropomorphic partner and servant roles of VCAs are

increasin ly used in practical activities such as brandin , product,

advertisin , and online communication or e ample, “ onald ¢ o

nald,” as the corporate spo esperson, is called the “ ¢ onald’s Chief
appiness f cer” and “children’s best friend ” “Three Squirrels” al
ays
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Table 1
revious research about information sensitivity
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e nition of perceived information sensitivity easurement solely easurement nformation nformation Author s and
by types of throu h scale sensitivity for the sensitivity for the year of
information ori inal o ner co 0 ner publication

A Y4 X v X Culnan,
the level of privacy concerns an individual feels for a type of /' X 4 X Sheehan and

data in a speci c situation oy,

A Vv X v X alhotra et al ,

A X v Vv X ieetal,
the perceived intimacy level of information v X v X inetal,

A X v v v ohnson,

A Vv X Vv X Al atour et al ,
a co nition process in hich a person evaluates health X v v X ansal and Gefen,

information from the perspective of its possible positive

and ne ative outcomes and its related disutility of privacy

concern

A Vv X v X Smith et al ,
the level of discomfort perceived by an individual hen 4 X 4 X ietal,

disclosin a speci c type of information to a ebsite
evaluation of potential losses hen disclosin information Vv X Vv X ehr et al ,

A X v Vv x Sutanto et al ,
personally identi able be considered X v v x ilne et al,
the de ree to hich a person feels personal information, if X 4 Vv X ar os et al ,

shared, can cause harm

A Vv X Vv X aetal,

nformation sensitivity can be understood as the de ree to v Vv X This study

hich a person feels personal information, if shared, can
cause harm

identi cation ilne et al, Additionally, hen selectin infor
mation sensitivity measures, some studies equate information sensitivity
directly ith the type of information and desi nate certain cate ories of
information as hi h vs lo  sensitivity throu h intuitive perception
That is, equatin information sensitivity ith the type of information
They ar ue that althou h the type of information may vary across sit
uations and cultures, the perception of certain speci ¢ information is
consistent, such as nancial and medical information Culnan,

inetal, alhotra et al , Sheehan and oy, Smith
et al, o ever, other scholars have su ested that users’
perception of information sensitivity is hi hly conte t dependent
Therefore, privacy sensitivity needs to be measured accordin to the
speci c conte t of the study to manipulate it more accurately and thus
re ect consumers’ perceptions of information Acquisti et al,

irth et al, ean hile, previous studies on perceived infor
mation sensitivity have mostly ta en the perspective of the ori inal
o ner, and less consideration has been iven tothe co o ner ohnson,

irth et al , inally, users’ perceived sensitivity to infor
mation has a si ni cant effect on both their privacy concerns and pri
vacy disclosure intentions behaviors, but this has not been a consistent
conclusion in previous studies Some scholars ar ue that consumers are
usually more hesitant to share information of hi her sensitivity in the
same scenario e irmenci, This is because they fear that their
sensitive information ill be lea ed or used t ice, thus brin in po
tential ris s and losses to them Addin to this, users are faced ith VCAs
that are hi hly inte rated ith bi data analytics technolo ies and have
a much lo er sense of control over the disclosed information durin
their interactions ith them Schoma ers et al, irth et al,
o ever, it has also been sho n that consumers’ illin ness to

disclose information and privacy concerns durin human computer
interaction can be manipulated Smith et al ,

Accordin to the above analysis, this paper dra son othersbau h
etal and irthetal toar ue that information sensitivity
is the control of access to information or no led e that mi ht result in
the loss of an advanta e or level of security if disclosed to others n
addition, edra on uietal , Sutanto et al , ilneetal

and ar os’ classi cation of privacy sensitivity hi h vs lo

and combine it ith the research scenario of this paper, invitin sub ects
to respond anonymously to  cate ories of personal information that
VCAs may collect from users, and usin hierarchical cluster analysis to
classify the different sensitivity levels of the above information, thus
providin theoretical and practical uidance for the selection of infor
mation sensitivity indicators in this paper inally, this study e plores
the impact of the interaction effect of information sensitivity hi h vs
lo and anthropomorphic role partner vs servant on privacy con
cerns, and further e plore the mediatin mechanisms of the impact
path ays

2.2. Anthropomorphized roles of VCAs

erevie ed previous studies in terms of anthropomorphic research,
constitutive dimensions of anthropomorphism, and anthropomorphic
role cate ories Table
The results sho that, rst, previous studies on anthropomorphic
characters have addressed multiple sub ects, such as nature Tam,

, tourist destinations a etal, ,animals im and oon,
, machines im and cGill, , advertisin ¢ uarrie and
hillips, u a ova and a, Touré Tillery and  cGill,
, ebsites Sivarama rishnanetal , ,time ayand on a,
,money Zhouetal, ,products A ar aland cGill,
Chenetal , uretal, ,andbrands A ar aland cGill,
ournier and Alvare , Golossen o et al, Amon

them, the most discussed ones are about product and brand anthropo
morphism, hile other sub ects are less analy ed The study of anthro
pomorphism in the eld of services is also a topic that has emer ed only
in recent years Choi et al , Croes and Antheunis, S
etal, ende et al , Schuet ler et al , onseo etal,
Second, in terms of the e pression of anthropomorphism, it can

be mainly divided into the e ternal internal social level of anthropo
morphism Amon them, the e ternal level is the most intuitive as the
anthropomorphic ima e usually ma es a product or brand have human
facial features or an overall human appearance A al and cGill,
o ever, anthropomorphism in appearance alone does not

satisfy the needs of users ho are loo in for a deeper e perience

im

ar
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Table 2
revious research about anthropomorphi ed
Author s and year of esearch Anthropomorphism of the Anthropomorphism of the Anthropomorphism of the Cate ories
publication sub ects e ternal level inner level social level
A ar aland cGill, roducts v X X uman vs b ect
Sivarama rishnan et al , ebsites X X v AAvs 0AA
Chandler and Sch ar , roducts v v X Anthropomorphism vs b ect vs
Control
and ehretal, roducts 4 X X riendly vs A ressive
¢ uarrie and hillips, Advertisements X X Alive vs nanimate
A ar aland cGill, rands X X Anthropomorphism vs b ect
artner vs Servant
ournier and Alvare , rands X x X armth vs Competency
ua ovaetal, rands X 4 Anthropomorphism vs
on anthropomorphi ed
ayand on a, Time X v X o time Anthropomorphism vs
i h time Anthropomorphism
uretal, roducts 4 X X Anthropomorphi ed vs Control o
anthropomorphism
im and ramer, rands X v v artner vs Servant
Tam, nvironmental X v X Anthropomorphic vs
on anthropomorphic
Touré Tillery and Advertisements X X v Anthropomorphi ed vs uman
cGill,
udson et al , rands 4 X uman vs b ect
Chen et al, rands X v X Anthropomorphism yes vs no
a etal, rands X X v Anthropomorphi ed vs
on anthropomorphi ed
ourey et al , roducts 4 X X Anthropomorphic vs
on anthropomorphic
uaovaand a, rands X X v Anthropomorphi ed vs
on anthropomorphi ed
en anetal, roducts X X Anthropomorphism vs  on
anthropomorphism
aen and A ar al, roducts X X face idth to hei ht ratio
hi horlo
ua ovaandA ar al, rands X X v Anthropomorphi ed vs
on anthropomorphi ed
Schuet ler et al , Service v X v mbodied vs nembodied
imetal, Service v v X armth vs Competency
ende et al , Service V4 Vv X obot vs uman
uan and ennis, roducts 4 v X Anthropomorphism ith visual
auditory features yes vs no
Zhou et al , oney X v X Anthropomorphism
present vs control
Chen et al, roducts X v X Anthropomorphi in vs not
anthropomorphi in
Golossen o et al, rands Anthropomorphi ed vs
on anthropomorphi ed
era etal, roducts V4 X bectvs erson
uan etal, roducts X v Anthropomorphism vs
on Anthropomorphism
a etal, Tourist X v v Anthropomorphi ed vs
destination on anthropomorphi ed
Sheehan et al , Service Vv Vv v uman vs chatbot
Choi et al , Service v v X umanoid vs  on humanoid
Crolic et al , Service 4 v v Anthropomorphic treatment
hi herorlo er
im and oon, Animal v v X Anthropomorphism vs
on Anthropomorphism
uaovaand a, Advertisements v v v Collective anthropomorphi ed vs
Solo anthropomorphi ed
eihrauch and wuan , roducts v v uman as machine vs uman
onseo etal, Service X X X uman umpires vs umani ed robot

umpires

therefore, anthropomorphic characters that focus on the internal level
or internal level anthropomorphic roles, brand per
hich can be e pressed as

have emer ed

sonality is an important component,
anthropomorphic emotions that can be perceived by users
ith the rapid development of social media and natural

ater,

arin et al ,

lan ua e processin , social virtual assistants focusin on interactive
communication radually became popular This social anthropomor
phism allo s for a dialo ue ith the consumer in the tone of a virtual
character, hich can create a better social connection ith the user and
enhance the sense of social relationship, and it can also improve the



perceived helpfulness of anthropomorphic products Sch eit er et al,

n addition, ass et al indicated that developers addin
female voices to electronic devices can ma e people feel ea , hile
usin male voices can ma e users feel more persuasive and in uential
These ideas ere entertained to further support personali ation efforts
in the desi n and buildin of subsequent versions of intelli ent a ents
and systems uand an , a, b

Combined ith Table , it can be concluded that previous studies
have discussed more anthropomorphic roles at the e o enous and
intrinsic levels, hile payin relatively little attention to anthropo
morphism at the social level inally, an analysis of the classi cation of
anthropomorphic roles reveals that e istin studies mostly classify them
as anthropomorphic and nonanthropomorphic, robot and human or
humanoid vs nonhumanoid , but focus less on partner type and
servant type anthropomorphic roles at the human machine social hier
archy level To assist users’ decision ma in practices, VCAs are
frequently desi ned by developers as various types of virtual personas to
create a psycholo ical distance bet een the VCA and the users or
e ample, e man also discusses ho Apple Siri provides social
support to users and becomes an autistic boy’s “best friend forever " of
an autistic boy These applications of anthropomorphi in in practice
provide support for the ar ument that users re ect anthropomorphi ed
versus ob ecti ed VCAs differently for different roles or characteristics
n this paper, e focus on human computer interaction service
anthropomorphism at the social level, and classify VCAs into partner
anthropomorphism and servant anthropomorphism accordin to the
hierarchical relationship bet een them and users n terms of concept,
the term “partner” has been used in past studies to refer to the copro
ducer of bene t The relationship bet een partners is equal, and the
synonyms are “co or er*and “teammate “ The term “servant” refers to
the outsourced provider of the bene t, a person hohasalo status, is
at the disposal of the master, has no personal freedom and economic
ri hts, and performs odd obs n modern society, “servant” more often
refers to a nanny, maid, assistant, etc, ho is economically dependent
on the employer, but has a certain freedom in other areas A ar aland

cGill, im and ramer,

n terms of interest relations, in a partnership, partners are co
producers of interests, they or to ether on an activity and share the
results, and their interests are relatively independent A ar al and

cGill, Althou h both partners cooperate for a common oal,
hen it comes to the distribution of bene ts, there may be a competitive
relationship, and there may even be actions that undermine the rela
tionship for the sa e of personal bene t n the master servant rela
tionship, on the other hand, the servant is the creator of the master’s or
employer’s interests, and it is controlled as ell as possessed by the
master The relationship bet een master and servant is one of subor
dination and dependence in terms of interest The servant’s remunera
tion comes from the master and is determined by the master, and only
hen the master bene ts does the servant receive the correspondin
bene t ournier and Alvare , Therefore, to some e tent, the
master and the servant are considered as a “community of interests”, and
the relationship bet een thet o partiesta esthe form of “all ains and
losses” Srinivas, n terms of social status, Gruenfeld et al
ar ue that the relationship bet eent o entities often involves different
social classes or e ample, one individual is equal to the other, or one
individual can control the other Gruenfeld et al, The former
refers to a partnership, hile the latter refers to a master servant rela
tionship VCAs, as partners, ain equality by co creatin bene ts ith
consumers o ever, the master servant relationship is li e the model
of the relationship bet eenahi hpo erpersonandalo po erperson
uc eretal, The servant is lo status and lo po er, and the
master believes that he or she naturally possesses and controls his or her
servant Srinivas, n terms of the interaction model bet een the
anthropomorphic persona and the user, consumers tend to behave in the
opposite ay to their favorite servant brand That is, to leave matter in
the hands of the favorite servant brand ith con dence fconsumersdo
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ith that
cGill,

not li e the servant brand, they display behavior consistent
brand and say “ cando thesethin s ithoutyou” A ar aland
im and ramer,

Therefore, this paper considers partner anthropomorphism to mean
that users and VCAs are equal and independent of each other in terms of
status They are co producers, or in to ether on a tas and sharin
the results o ever, hen it comes to a con ict of interest, there may
be competition or even betrayal Servant anthropomorphism denotes a
master servant relationship bet een the user and the VCAs the VCAs
are the user’s servants and are controlled and possessed by them, and
they are a close community of interest Accordin ly, no matter the
circumstance, the servant VCAs ill not betray the user

2.3. Competence and integrity-based trust

n the virtual environment of human computer interaction, trust is
the most important relationship bet een the user and the product, and it
uarantees an e cellent interaction tas performance ¢ ni htetal,
Accordin to ousseau et al , trust is a psycholo ical state
comprisin the intention to accept vulnerability based on positive e
pectations of the intentions or behaviors of another That is, trust is
composed of beliefs and intentions  n this basis, ¢ ni htetal
divided trust into t o aspects trustin intention and trustin beliefs
The former is the consumer’s con dence that a sub ect such as a product,
brand, or machine can accomplish an interactive tas from a technical
level and is referred to as competence based trust the latter is the user’s
perception that a sub ect has moral qualities such as inte rity, benevo
lence, and honesty and is referred to as inte rity based trust imetal,
Gefen and Straub and Connelly et al propose that
competency based trust can also be understood as the illin ness of
users to achieve a certain oal by relyin on more reco ni ed partners
hom they have con dence in n this process, the user trusts that the
other party can solve a certain type of
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connection bet een the brand and the consumer, hich can be used to
promote consumer preference and dependence on the brand This
individual brand relationship can be referred to as a partnership or a
friendly relationship  iu and enbasat, uildin on this,
A ar aland cGill found that, in addition to partnerships that
co create bene ts but are equal and independent of each other, there is
also a master servant relationship that is subordinate and dependent
This relationship is characteri ed by the servant bein the facilitator of
the master’s or employer’s interests, bein controlled as ell as
possessed by the master, and the relationship of interest bet eenthet o
parties bein one of prosperity and loss, respectively, for the master and
theservant A ar aland cGill, ore ample, hen brands are
anthropomorphi ed, materialists prefer servant brands over partner
brands, and this preference is mediated by materialists’ desire to control
servant brands im and This su ests that different
anthropomorphic roles partner vs servant assi ned to products based
on A technolo ysi ni cantly affect consumers’ co nitive attitudes and
decisions
o ever, hile VCAs have brou ht reat convenience and a rich
sense of e perience to people’s lives, the ay they possess, analy e, and
use customers’ personal information has also raised privacy concerns for
consumers a ac etal, Accordin to the communication pri
vacy mana ement theory, privacy boundaries e ist on a scale from
completely open to completely closed hen users share their private
information ith others, a shared boundary is formed bet een users and
others around the shared privacy information, and this boundary rela
tionship is moderated by the ay information is shared, as ell as the
sensitivity of the information aruh et al, ad ar and oshi,
Speci cally, in this study, the relationship bet een users and
VCAs is more of a human computer interaction based on technolo vy,
and they continuously establish boundary rules throu h information
sharin and real time feedbac As a corollary, hen users disclose in
formation to VCAs, a boundary connection is formed bet een users and
VCAs, and the stren th of this boundary connection depends lar ely on
the sensitivity of the disclosed information
ased on the above analysis, e ar ue that both anthropomorphic
roles and information sensitivity have a si ni cant impact on users’
behavioral decisions durin their interactions ith VCAs  hen the
sensitivity of information requested by VCAsis hi h, users ill develop a
hi her level of vi ilance This is because in the internet era users can
easily learn about many e amples of serious consequences of personal
information lea a e, hich can result in consumers ma in ne ative
assumptions about VCAs o ever, users are forced to disclose more
information to achieve the desired oal of obtainin personali ed ser
vices or convenience At this point, they tend to choose servant VCAs
ith a lo er social status to form a community of interest This is
because, for users, the individuals in a partnership are independent and
cooperative Good cooperation can be achieved hen both parties in the
partnership share common oals o ever, hen the interests of the
t o diver e, there is a hi h possibility of a competitive relationship or
even betrayal by the other party n contrast, the master servant rela
tionship is one of subordination and dependence, formin a community
of interest The servant VCAs are re arded only hen the user’s oal is
achieved Therefore, servant VCAs ill not sabota e themselves and
disclose private information, hich is more conducive to the security of
private information Conversely, hen VCAs request information ith
lo sensitivity, users are less concerned about such information and
have lo er ariness They are more concerned about the achievement
of the tar et tas and tend to ali n their behavior ith their preferred
“partner” and value the competence of the partner more Compared to
servant VCAs, partner VCAs brin a more obvious perception of
competence to users Therefore, it is easier to open boundaries to partner
anthropomorphic VCAs to facilitate the achievement of common oals
e propose the follo in hypothesis
The interaction bet een information sensitivity of VCAs requests
hi h vs lo and anthropomorphic roles partner vs servant has a

ramer,
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si ni cant impact on privacy concerns

a henaVCArequests hi hly sensitive information, user privacy
concerns ill be reater itha partner VCA compared to a servant VCA

b henaVCA requestslo sensitivity information, user privacy
concerns ill be reater ithaservant VCA compared to a partner VCA

The stereotype content model states that individuals’ perceptions

and evaluations of others revolve around t o dimensions “enthusiasm”
and “competence ” The “enthusiasm” dimension ans ers the question of
the li elihood that others ill convey ood ill to them the “compe
tence” dimension refers to the ability of others to carry out their in
tentions Cuddy et al, hen a brand or product is iven the
qualities of cooperation, sincerity, trust orthiness, and friendliness, it
embodies the anthropomorphic role of “enthusiasm” conversely, hen
a brand or product is iven the qualities of stron e ecutionorhi hs ill
level, it embodies the anthropomorphic role of “competence”  olbl
etal,

t is inferred that hen the information requested by VCAs is more
sensitive, users have hi her vi ilance to ard information disclosure
This is because, on the one hand, the disclosure of information may
brin potential ris s and cause reater losses to them on the other hand,
the frequent e posure of spam, malicious mar etin , and online fraud
caused by privacy lea a e has intensi ed users’ concern about privacy
lea a e n this situation, users tend to choose sincere and trust orthy
servant VCAs that can be possessed and controlled by them, to protect
their privacy more stron ly And, users have hi her moral trust in ser
vant VCAs than in partner VCAs, thus reducin their concern about
privacy information This is because, in the master servant relationship,
the servant is the creator of the master’s or employer’s interests and is
controlled as ell as possessed by the master The master servant rela
tionship is one of subordination and dependence in terms of interests
The servant’s remuneration is derived from the master and determined
by the master ournier and Alvare , At the same time, in the
master servant relationship, the user is self centered and demands that
VCAs listen to and satisfy his or her individual needs n this conte t,
there is a “community of interest” bet een the master and servant, and
the servant’s attitude to ard the master becomes more loyal and
trust orthy due to their interests bein interlin ed n this case, users
have a hi her moral trust in servant VCAs than in partner VCAs, hich
reduces their concern about privacy information im and ramer,

Conversely, hen VCAs request information ith lo er sensitivity,
users have lo er levels of ariness about information disclosure n this
case, their concern focuses mainly on hether the tar et tas can be
achieved or hether the operational ef ciency can be improved sers
are more in need of a competent VCA to assist them in their or , and
thus ill choose partner VCAs ho are perceived to be ef cient, intel
li ent,ands illful reviousresearch hassho n thatconsumers identify

ith the partner role and construct an idea of partners as “people li e
themselves ” Consumers are more illin to or ith or follo the
advice of a partner brand A ar aland cGill, Consumers may
have hi her con dence in the partner brand’s capabilities than the
servant brand, and e pect the partner brand to be able to accomplish the
tas ata technical level, hichisasi noftrust aetal, At this
point, users have hi her trust in the competence of partner VCAs
compared to servant VCAs, hich helps to reduce their concerns about
privacy information e propose the follo in hypothesis

Thereisasi ni cantinteraction bet een information sensitivity

of VCAs’ requests hi hvs lo and anthropomorphic personas partner
vs servant on privacy concerns, and this interaction effect is mediated
by consumers’ trust in VCAs

a  hen a VCA requests hi hly sensitive information, inte rity
based trust mediates the relationship bet een servant VCAs and pri
vacy concerns

b henaVCArequestslo sensitivity information, competence
based trust mediates the relationship bet een servant VCAs and privacy
concerns
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n summary, the theoretical model of this paper is sho nin i
e adopt an e perimental approach to test the validity of the above
model’s assumptions The step by step process is as follo s i
4. Pilot studies
4.1. Pretest 1: personal information requested in survey

efore the formal e periments be an, e measured the sensitivity

hi hvs lo of user information, dra in on wuietal , Sutanto
etal , ilneetal and ar osetal for the speci ¢
manipulation irst, e identi ed several popular VCAs ith many

users, ltered and a re ated the information requested durin their
interactions ith users, and nally identi ed  items of personal in
formation Second, e invited A students from a university in
China and as ed them to ive a score to this information based on their
sensitivity toit Thescores ere based onaseven point i ertscale, ith
hi her scores indicatin hi her sensitivity to the information A total of
questionnaires ere distributed in this survey, and valid
questionnaires erereturned n this paper, hierarchical cluster analysis
as used to classify the different sensitivity levels of user information
The results sho ed thatthe personal information items of users ere
classi ed into ve cate ories see i Amon them, very sensitive
information included passport number, current address, accounts stored
on the device, phone number, photo album, and net or access record
Sensitive information as divided into online shoppin record, call
recordin , and camera eutral information included microphone,
audio, phone state, location information, calendar events, contacts and
e mail address nsensitive information included body sensors, a e,
luetooth and device information, and very insensitive information
included hi hest education achieved, ender, favorite attractions types
and preferred food ased on the classi cation, combined ith the
research content of this paper, e re ard passport number, current
address, and phone number as hi hly sensitive information, and ender,
favorite attractions types, and preferred food as lo sensitive
information

4.2. Pretest 2: anthropomorphic roles

n VCA scenarios, anthropomorphism is enerally e pressed by
addressin the user ith ords that indicate a relationship, such as
“dear friend” or “dear master” ie et al, irst, in order to
ma imi ethe scenario of usin VCAs and to facilitate the presentation of
their interface ith users, sub ects ere as ed to 1l out a questionnaire
on their cell phones The manipulation of the formal e periment uses a
virtual communication assistant called Small , hich can e clude the
in uence of factors such as consumer trust, brand, and inherent per
ceptions of the e istin app on the illin ness to disclose privacy

ansal et al , n addition, this virtual communication assistant
inte rates arti cial intelli ence, natural lan ua e processin and ma
chine learnin toma e traditional chatbots more intelli ent and capable
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of more human li e conversations As a result, it provides a more
personali ed e perience for users throu h smoother and smarter con
versations Secondly, this study combined im and ramer to
manipulate the anthropomorphic roles of VCAs throu h the follo in
ei ht scenarios Appendi A This can be divided into four forms
anthropomorphic role partner vs servant x information sensitivity
hi hvs lo n this study, e invited A students from a uni
versity in China, and divided them into  roups ineach roup The
sub ects in the rst roup ereas<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>